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Data sharing policy 
Version 2: June 2021 
 

 
1. Purpose of this document 

 To ensure any requests for data sharing, including publication on websites, conforms 
to the relevant laws and national policy for data protection 

 
2. Background 

 The law pulls in two opposite directions 
 Human Rights and Data Protection legislation, along with our domestic common law 

duty to respect confidentiality, require us to protect information that could identify 
an individual 

 The Freedom of Information Act requires public authorities to release information 
about their activities, and this message is reinforced by the government’s 
transparency agenda 

 Although the law makes a clear distinction between identifying and non-identifying 
data, where that line should be drawn may be far from clear in practice 

 Many techniques may be used by someone intent on discovering new information 
about one particular person within a data set to be released 

 Numerous sources of information are now available and in the future could 
conceivably be used to identify a patient, such as the electoral register, and social 
media sites 

 The NLCA have a responsibility to use the highest level of anonymization of data 
whilst still ensuring data is made available wherever possible, for public benefit 

 
3. Objectives 

 To deploy a standard approach to ensuring data protection 
 To ensure that, as far as it is reasonably practicable to do so, information published 

or shared does not identify or put patient identify at risk 
 

4. Inputs/key documents 
 ISB1523: Anonymisation Standard for Publishing Health and Social Care Data 
 ONS Information about the method used to prevent disclosure of personal 

information in the publication of health statistics 
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5. Scenario 

Consider a politician or actor living in a remote geographical location, where there has 
been significant media coverage around the family members of the individual. Consider 
also the information types that might be available (death registers, care home or hospice 
reports) which might contain various demographics including ages of residents, number of 
discharges or number of deaths. In such an example, it could potentially be possible to use 
multiple information sources to identify things about the individual or a relative, who had 
been impacted by lung cancer. It might also be possible to extract further information such 
as whether the person had been a smoker or whether they died following surgery. It’s hard 
to imagine who or why the information could be used to the detriment or personal damage 
of the individual but these events cannot be ruled out. A consistent approach to protecting 
the identity of individuals in any data published by the audit, is required. 

 
6. Approach 

General 
 A request for data sharing or data publication must be processed only with the 

relevant approval authority sign-off 
 The template below should be used to ensure the necessary impact assessment has 

been completed and shared with the approval authority for sign off 

Small number suppression – overview (see also method below) 
 A key consideration when making cancer data public is the need to possibly supress  

small numbers 
 For example where a particular cohort of patients is small such as where only 1 

patient at a trust dies with a particular disease within one year 
 It is not enough to simply supress all numbers equal to “1” 
 Suppressing numbers that are less than “3” provides more security 
 It is also not enough to supress only one number within a particular row of data, as 

that supressed number could be calculated from the tally (for example out of a total 
of 5 patients: one patient presented with PS0-1, one patient with PS2, one patient 
with PS3 and a “supressed number” of patients with PS4; the supressed number 
must be equal to two) 

 A more secure approach is to select and suppress an additional number in the row 
o Where the next largest number in the row is still a small number for 

example equal to or less than 5, then it is sensible to supress also this 
number 

o However when the next largest number in the dataset is greater than 5, it 
can be useful to obscure this number, rather than suppress it, so the 
statistical conclusions can still be drawn from the data. One such method 
used is called ‘Barnardisation’ where +/-1 is randomly added to the number 
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 Finally each dataset must be considered on its own merit to ensure where 
reasonably possible that there are no other prevailing factors risking patient 
identification 

 One example might be where one dataset publishes data for England and another 
publishes both data for England and Wales. This could potentially allow a supressed 
number to be calculated 

 
7. Method for suppression of small numbers 

Step 1 
 Suppress all numbers in the dataset that are less than 3 
 Supress each number by replacing with * 
 Where only one number in a row is supressed, supress also the next largest number 
 If there are multiple options, randomly select one of these numbers to supress 
 Where this number is larger than 5, use the ‘Barnardisation method’ to supress the 

number i.e. take the number and +/-1 for example where the original number is 56, 
replace this with *55 or *57 

 It is important to also replace all percentages associated with supressed numbers 
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8. Risk assessment template 

Risk assessment for data sharing 
Note: This risk assessment only applies to the onward sharing of data that has already been anonymised and aggregate. For extra guidance on 

answering the questions below – see  https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-
data-collections-including-extractions/publications-and-notifications/standards-and-collections/isb1523-anonymisation-standard-for-

publishing-health-and-social-care-data#current-release  

Name of the dataset 
 

 

Details of who has requested that this data be shared and 
the authority through which the data can be released 
Consider who owns this dataset 

 

Name of person and role title, completing the risk 
assessment 

 

Name(s) of person(s) and role title, who have reviewed the 
risk assessment 
At a minimum should include a data expert and Caldecott Guardian 

 

Names(s) of person(s) and role title, who will sign off the 
risk assessment 

 

Description of how the data will be shared (including any 
transfer methods) 
 

 

Details of the existing level of security (for example is the 
data anonymised and aggregated?) 

 

State the level of threat associated with the release of this 
data 
Note: in general the release of health and social care data should be 
considered as ‘normal’ whereas the release of for example ‘termination 
of pregnancy’ should be considered as ‘high’ 

Normal / High (provide details) 

State the risk of extra information being used to try to 
reveal identify and reasoning 
For example: where data has been broken down to the level of age 
range or hospital it may be possible to re-identify a person by mapping 
this information to another information type that is available in the 
public domain) 

Normal / High (provide details) 

If either of the above questions have been answered as 
‘High’ select an anonymisation approach to reduce the 
overall identifiability of the data to the desired level 

Small number suppression / other (provide details) 

 


